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ABSTRACT 



A system for increasing call capacity of an internet tele- 
phony system in an emergency mode, such as where there is 
a surge of call requests in a particular region, A management 
system in the internet telephony system may detect the 
presence of an actual or potential state of congestion of call 
traffic and/or signaling trafiBc. In order to admit a higher rate 
of call traflBc to the telephony system, action is taken to 
reduce the workload of the signaling system, in order to 
allow the telephony system to focus more on serving call 
requests. For example, the signaling system may reduce the 
rate of signaling request messages processed with respect to 
requested and ongoing calls and/or reduce the amount of 
processing involved in handling such messages. 
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METHOD AND SYSTEM FOR 
FACILITATING INCREASED CALL TRAFFIC 
BY REDUCING SIGNALING LOAD IN AN 
EMERGENCY MODE 

BACKGROUND OF THE INVENllON 

1. Field of the Invention 

The present invention relates to telecommunications 
transmission systems and more particularly to methods for 
facilitating increased caU capacity in a telephony system 
when faced with an actual or likely surge in demand for use 
of the system. 

2. Description of the Related Art 

The invention is particularly \iseful in the context of 
internet telephony (also known as voice-over-IP (VoIP) or IP 
telephony), which should be understood to be a telephone 
system in which real-time media signals and/or data signals 
are communicated via a packet switched network such as the 
Internet, whether between two parties or between multiple 
parties (in a conference or multicast environment). Internet 
telephony may also be referred to as packet switched tele- 
phony. More generally, however, the invention may extend 
to use in connection with the communication of any real- 
time media and/or data signals over any packet switched 
communications link, including, for instance, IP, ATM, 
frame relay, X.25 and SNA networks, whether local area, 
metropolitan area or wide area, and point-to-point or direct 
end-to-end connections. 

Those skilled in the art are familiar with the basic con- 
figuration of an internet telephony system. Architectural 
elements and functions suitable for use in one such system 
are described, for instance, by the H.323 standard for 
multimedia transmissions, as published by the International 
Telecommunications Union (ITO), The entirety of the H.323 
standard is hereby incorporated herein by reference. The 
present invention, however, is not necessarily limited to use 
in the H.323 configuration but may extend to other configu- 
rations or other transmission protocols now known or later 
developed. For example, and without limitation, another 
protocol that can support internet telephony is Session 
Initiation Protocol, or SIR 

In general, an internet telephony system facilitates tele- 
phone communication between two or more users over a 
packet switched, such as an IP network for example. Each 
user is positioned at a telephone device (hereafter 
"telephone"), which is generally any communications 
device capable of communicating real-time media signals 
such as speech, audio and/or video, for example. By way of 
example and without limitation, the telephone device may 
be a conventional analog telephone (e.g., a "black box 
telephone"), a digital telephone, a videophone, and/or a 
multi-media personal computer. Each telephone device (and/ 
or telephone number) is then typically served by a network 
access server, which provides connectivity to the packet 
switched network. In the context of internet telephony, the 
network access server may be referred to as an internet 
telephony gateway ("ITG" or "gateway") and is typically 
owned and operated by an internet telephony service pro- 
vider (ITSP). 

Alternatively, the telephone device itself may provide 
connectivity with the packet switched network and may 
serve other gateway-functions as well. Such a telephone 
device may be referred to as an "internet telephone" and may 
take any of a variety of forms now known or later developed. 

To place a call over a packet switched network via an 
initiating gateway, a user at an initiating telephone device 
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may establish a connection with the initiating gateway via a 
suitable communications link such as the public switched 
telephone network (PSTN) and/or other circuit switched or 
packet switched network or direct link. The communications 

5 link may be a permanent or semi-permanent connection (as 
in the case of a LAN connection between the telephone 
device and the gateway), which may facilitate direct dialing. 
Alternatively, to connect with the gateway, the user may 
need to place a call to the gateway via the public switched 

10 telephone network, such as by dialing a telephone number 
designated by the user's ITSP. In any event, the user may 
specify the telephone number of the called party. 

The gateway serves as an interface between the packet 
switched network and the communications link, and in turn 

15 the telephone device. In this regard, for instance, the gate- 
way typically performs translation between protocols, data 
formats and media types, to facilitate communication of 
information between two possibly different types of net- 
works or links. For example, a gateway may be configured 

20 to receive a real-time media stream from the telephone 
device via the communications link and to encode (e.g., 
compress and packctize) the stream into a sequence of 
packets for transmission over the packet switched network 
to a remote destination. Similarly, a gateway may be con- 

25 figured to decode (e.g., de-packetize and decompress) data 
arriving from the packet switched network and to forward 
the resulting media stream via a communications link to a 
specified telephone device. 

In a packet switched network, the location of each gate- 

'^^ way and other element is identified by a network address. 
Therefore, provided with the telephone number of a called 
party, the initiating gateway must identify the network 
address of a terminating gateway that can serve the called 
number. To identify the network address, the gateway may 
query an address mapping database or may communicate 
with another device or process in the internet telephony 
system to obtain the necessary address based on the dialed 
number. 

Given the network address of the terminating gateway, the 
initiating gateway may then contact the terminating gateway 
via the packet switched network and notify the terminating 
gateway of the desire to establish a connection with the 
called party. The terminating gateway may then establish an 
appropriate connection (e.g., over a communications link 
such as the PSTN) with a telephone device at the called 
number and notify the initiating gateway that the call can 
proceed. With the end-to-end connection thus established 
between the calling and called parties, the parties may then 
communicate with each other over the packet switched 
network, sending and receiving various commimications 
signals, such as voice, video, audio and/or data. 

In any telephony system, a signaling system must be 
provided in order to facilitate various functions involved in 

55 setting up and conducting calls. By way of example and 
without limitation, these functions might include monitoring 
the status of telephone lines to determine whether they are 
busy, idle or requesting service, establishing caller authori- 
zation and accounting, and sending routing and destination 

go information throughout the system such as to alert devices in 
the system that a call is incoming and to establish an 
appropriate path of communication. 

The signaling system typically provides for communica- 
tion of signaling messages among elements of the telephony 

65 system. The signaling messages are used to convey signaling 
information such as requests, responses and status informa- 
tion. In addition, the signaling system typically includes a 
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device or process to carry out signaling functions associated calls approaches the capacity that the signaling system is 

with various messages. For purposes of this description, this designed to handle, the call admission process may become 

processing unit may be referred to generally as a "signaling unstable. In a worst case, the waiting time per call request 

server" or "gatekeeper." In most cases, the signaling sever may increase exponentially until the point that system can 
includes a database system or is configured to access one or 5 no longer serve call requests. 

more back-end database servers that can be used to facilitate [n some instances, it may be considered unacceptable or 

various signaling functions. even dangerous to block calls from proceeding. For instance, 

In the context of internet telephony, for example, a variety when there is a natural disaster such as an earthquake, 

of signaling functions are typically performed to facilitate hurricane or flood, the importance of serving call requests 
call setup and communication. In terms of caU setup, for ^0 and connecting some or all calls may be considered para- 

instance, these signaling functions may include call autho- mount. It would therefore be useful to provide a mechanism 

rization (e.g., determining whether the caller's account is to facilitate handling more calls when desired, 

current and valid, such as ensuring that the caller has paid all Jq alleviate and/or help avoid this signaling bottleneck, 

past bills or verifying a caller's personal identification we contemplate reducing the load of the signaling system in 
number or security code), call accounting (e.g., notifying a 15 response to the existence or likelihood of congestion in the 

billing entity that a call is being placed, in order to enable a internet telephony system (as, for instance, in response to an 

service provider to charge for the call), address translation emergency such as a natural disaster). In one aspect, this 

(e.g., identifying a network address of a terminating gateway reduction may involve streamlining the set-up and/or con- 

ihai can serve the telephone number dialed by the caller) and nection process per call, in order to more quickly admit calls 

establishing call connection (e.g., ensuring that a commu- network and thereby admit more calls per unit time, 

nications path exists between the call participants and that another aspect, this reduction may involve decreasing the 

all participants arc available). In teniis of conducting a call, amount of signaling more generally in the telephony system, 

these signaling functions may include monitoring and in order to allow the signaling system to more efficiently 

adjusting bandwidth and conveying information such as focus on and handle the admission of calls and thereby admit 
ANI identification (e.g., for call-waiting-caller-ID or three- ^5 ^^^^ ^^^is per unit time. 

way calling functionality), for example. According to one aspect of a preferred embodiment, a 
In an exemplary configuration, each gatekeeper may serve method is provided by which a signaling server in a packet 
a group of one or more gateways. Each gateway may receive switched telephony system learns of a state of congestion 
call requests representing incoming calls (e.g., from sub- (e.g., the signaling server receives a control signal indicating 
scribers and/or telephone devices). For each call request that the situation, and/or detects the situation). In response, the 
a gateway receives, the gateway may communicate with its signaling server may change to an emergency mode or 
respective gatekeeper via one or more signaling messages to congestion mode in which the signaling server may be set to 
determine whether the call is allowed to proceed, to establish not perform certain back-end server queries that it would 
appropriate billing for the call, to determine where in the otherwise perform, or to otherwise reduce the processing 
network to send the call, and/or to perform one or more other and/or time involved in conducting such queries (e.g., mini- 
functions. The gatekeeper must usually consider and mizing the queries in some way). Additionally, in the emer- 
respond to each of these requests, and in many cases the gency mode, the signaling server may instruct its registered 
gatekeeper must query one or more back-end databases in gateways (e.g., via a control signal over the packet switched 
the process. In turn, the gatekeeper may return one or more network) to reduce the number of signaling messages that 
response messages to the requesting gateway. they send to the signaling server, such as by switching to 
The gatekeeper may also be involved in establishing the direct-routing of call-connection and call-control messages 
call connection and conveying control messages between the and/or by sending fewer admission requests per call request, 
gateways that serve participants to the internet telephony According to yet another aspect of a preferred 
call. In this regard, for instance, H.323 defines two difi'erent embodiment, for instance, a method is provided by which a 
signahng mechanisms for routing call-connection and call- gateway or other terminal in a packet switched telephony 
control messages, gatekeeper-routed signaling and direct- system learns of an emergency situation and responsively 
routed signaling. In the gatekeeper-routed model, certain switches to an emergency mode in which it docs not send 
call setup and control messages are routed between the certain signaling messages to the signaling server. For 
participating gateways via one or more gatekeepers that example, where the switch would nonnally send authoriza- 
serve the gateways. In the direct-routed model, in contrast, tion and accounting requests to the signaling server, the 
the call setup and control messages are conveyed direcUy switch might not send those request messages when the 
between the gateways that serve the call participants, with- switch is in the emergency mode. As another example, the 
out the assistance of the gatekeeper(s). switch may be set in the emergency mode to not send 

55 address-mapping requests to the gatekeeper and to option- 

SUMMARY OF THE INVENTION ^^^y lij^j^j incoming calls to only a predefined set of emer- 

The present invention provides a system (e.g., method, g^ncy numbers such as police and fire department, for 

machine and/or apparatus) to faciUtate handling of increased instance (thereby avoiding the need to request address 

call traffic in a packet switched telephony system. The translation services from the signahng system), 
invention stems at least in part from a realization that the 60 In accordance with a further aspect of the present 

signaling system facilitating call -setup, connection and/or invention, a management system may be provided in order 

other functions, can itself serve as a bottleneck to caU to detect a state of congestion (e.g., call congestion and/or 

admission in high traffic situations. In particular, in some signaling congestion) in the internet telephony system, 

circumstances, the signaling system may become When the management system detects a state of congestion, 
overloaded, and every call request to be admitted to the 65 the management system may signal the state of congestion 

network may have to wait longer to be served by the to one or more entities (devices and/or processes) in the 

signaling system and in turn admitted. As the number of telephony system. The one or more entities may then respon- 
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sively take action to reduce the signaling workload in the 
system, thereby allowing the signaling system to serve a 
higher rate of call requests and to therefore permit a higher 
rate of call admission. 

These and other advantages and features of the present 
invention will become apparent to those skilled in the art by 
reading the following detailed description, with reference 
where appropriate to the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

A preferred embodiment of the present invention is 
described herein with reference to the drawings, in which: 

FIG. 1 is a schematic illustration of an internet telephony 
system in which a preferred embodiment of the present 
invention may be employed; 

FIG. 2 is an exemplary signaling subsystem in effect in 
the internet telephony system of FIG. 1; 

FIG. 3 illustrates gatekeeper-routed signaling according 
to H.323; and 

FIG. 4 illustrates direct-routed signaling according to 
H.323. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

Referring to the drawings, FIG. 1 illustrates schematically 
an exemplary internet telephony system in which a preferred 
embodiment of the present invention may be employed. As 
shown in FIG. 1, a plurality of internet telephony gateways 
(GW) 12-20 each provide connectivity with a packet 
switched network (shown, for example, as an UP network) 
22. Subscribers sign up for service offered by one or more 
internet telephony service providers (ITSPs). Each sub- 
scriber may then use a telephone device 24-42, which is 
arranged to convey (and preferably receive) media streams 
such as voice, video, audio, and/or data, for instance. By 
way of example and without limitation, the telephone device 
may be a conventional analog telephone (e.g., a "black box 
telephone"), a digital telephone, a videophone, and/or a 
multi-media personal computer (e.g., equipped with a 
microphone and speaker), or a standard analog or digital 
telephone, whether corded or wireless. The telephone device 
may take any other form as well. 

A subscriber may establish a connection via a communi- 
cations link between the telephone device and an initiating 
gateway operated by the subscriber's ITSP. This communi- 
cations link may take any form. As described above, and as 
illustrated in FIG. 1, for instance, the link may comprise the 
PSTN (or more broadly, the general switched telephone 
network (GSTN)) 44-52. The link may also or instead 
comprise another suitable computer network (such as a 
LAN, for instance) (not shown) or direct end-to-end con- 
nection (not shown) between the subscriber's telephone 
device and the gateway. In general, the communications link 
may provide a plurality of media streams to the gateway at 
once, in the form of a channelized or time-slotted data 
stream such as a TDM stream. Each media stream, for 
instance, may correspond to media provided by one of the 
telephone devices served by the gateway. 

As noted above, the gateway acts as an interface between 
the communications link and the packet switched network. 
To effect the transmission of media streams from the com- 
munications link into the packet switched network, for 
instance, the gateway may encode each input media stream 
according to a predetermined encoding process. Typically, 
this encoding process conforms with one or many well 
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known encoding schemes, such as G.723.1 and G.711 for 
audio, and H.261 and H.263 for video (as recommended by 
the International 
Telecommunications Union), for example, and results in 
5 a sequence of packets corresponding to the input media 
stream. However, any suitable encoding process may be 
employed. 

Exemplary internet telephony gateways are commercially 
available from 3Com Corporation and other telecommuni- 
cations equipment manufacturers such as Ascend 
Communications, Livingston Enterprises, Multitech and 
Cisco. A representative gateway, for instance, is the Total 
Control™ IP Telephony Gateway from 3Com Corporation. 
The Total Contron^ IP Telephony Gateway takes substan- 

■^^ tially the form of a network access server (NAS) as 
described in the patent of Dale M. Walsh, et al., U.S. Pat. No. 
5,597,595 ("the Walsh patent"), which is fully incorporated 
herein by reference and to which the reader is directed for 
additional details. Additional aspects of an exemplary gate- 
way are described, for instance, in the patent of Baum et al., 
U.S. Pat. No. 5,577,105, and the U.S. patent application of 
Verthein et al., application Ser. No, 08/813,173, each of 
which is fully incorporated herein by reference as well. 

^ An exemplary gateway has a telephone line interface that 
can be connected to a plurality of high-speed multiplexed 
digital telephone lines, such as Tl or ISDN lines. The 
gateway further provides a plurality of digital modems to 
perform signal conversions (such as sampling, compressing 
and packetizing) on the data from the telephone line chan- 
nels and a bus network connecting the modems to a network 
interface card or module. The network interface card in turn 
couples the gateway to a local or wide area network, such as 
the ISP backbone network of the Internet. The modems 
and/or network interface card or other aspect of the gateway 
may include a processor and a memory (i.e., any data storage 
medium). The memory may store machine language instruc- 
tions defining one or more programs executable by the 
processor to perform various functions described herein. 

4Q As presently envisioned, the gateway is itself an optional 
physical component of the internet telephony system. Many 
of its functions may instead be implemented by another 
terminal such as a telephone device configured to interface 
directly with the packet switched network. In this respect, 

45 the telephone device may take the form of an internet 
telephone for instance, which might internally convert input 
media (such as voice) to packets and directly transmit the 
packets into the packet switched network. Therefore, where 
the present description refers to a gateway or a gateway/ 

5Q terminal, it should be understood that the gateway or 
gateway/terminal may be replaced by another terminal such 
as a stand-alone internet telephone type device. 

A number of gateways in a given geographic region may 
transmit their output packets via network links to a 

55 downstream, regional packet router. As shown by way of 
example in FIG. 1, for instance, gateways 12, 14 and 16 may 
transmit packets to router 64, and gateways 18 and 20 may 
transmit packets to router 66. The packet router in tum 
serves to route each packet independently to a next node in 

60 the packet switched network, on the way to a destination 
address specified in the packet header. 

The present invention relates to signaling systems in 
internet telephony. A schematic overview of one such sig- 
naling system is illustrated by way of example in FIG. 2. As 

65 shown in FIG. 2, the signaling system is generally consid- 
ered to comprise three tiers or subsystems: the gateway 
subsystem 80, the gatekeeper subsystem 82, and the data- 
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base subsystem 84, The gateway subsystem receives call database server applications (e.g., ODBC (open database 

requests from subscribers and may responsively send sig- connectivity) and/or LDAP (lightweight directory access 

naling messages to the gatekeeper subsystem to facilitate protocol)) and arranged in network communication with the 

admission and connection of the calls. The gatekeeper gatekeeper as a client or may be integrated in other elements 
subsystem processes signaling messages, including receiv- 5 of the telephony system in communication with the gate- 

ing and responding to the signaling messages sent by the ^^eeper. Alternatively, for instance, the database subsystem 

gateway subsystem, and receiving and sending other signal- ^^V comprise databases or data files stored m a data storage 

ing messages throughout the telephony system. In process- medium (such.as a disk dnve) that ^i5jx)ntamed in, cont 

ing signaling messages, the gatekeeper may send requests or or otherwise accessible by the gatekeeper, 

queries to the database subsystem, in order to obtain and/or lo ^^^"^'^^^^ "^^5^ l^^l'^^'^^'u "^"^^"f 

establish various information. The database subsystem in communicatively coupled with other database systems. For 

turn provides and/or maintains information useful for facili- accounting database may be coupled with one 

tating a variety of signaHng functions. cus omeriaformaUon systems providing account 

° information for ITSP subscnbers, aod/or an authenucation 

The gateway subsystem typicaUy comprises one or more database may be coupled with one or more databases that 

gateways m a region such as gateways 12, 14 and 16 as ^^^^.^j^ subscriber passwords, account status or other veri- 

descnbed above. The gatekeeper subsystem typicaUy com- g^^^^^ information. As yet another example, the database 

prises a gatekeeper 54, which controls and/or serves a group ^^^^^^ j,^ integrated into a single database server 

of gateways m a region, each of which may register with the ^^^-^^^ ^ AAAserver for instance. As still another 

gatekeeper to facilitate service. The database subsystem in ^ information in one or more databases or data 

turn typically comprises one or more databases or data files 20 ^^^^ ^^^^ gatekeepeis in the telephony 

such as a number of back-end database servers coupled with, system 

integrated in, or otherwise accessible by the gatekeeper. functionally, the gatekeeper is the focal point or "brain" 

Retemng to FIG. 2, for instance, gatekeeper 54 is shown r .u • * * * i u ■ r * tt, * i 

1 J -.L . t_ 1 J J * u of the internet telephony signaling system. The gatekeeper 

coupled with three separate back-end database servers, an j • * . ■ u jj • 

*^ ^„ ^ _„ J r.. can provide important services such as addressing, 

accounting server 68, an authentication server 70, and an 23 . *• *• u j * 

^ . ' ' authorization, authentication, bandwidth management, 

address mapping server 72. ^. . . j n .u 

^ accounting, billing, charging, and call routing, among olh- 

Althougb FIGS. 1 and 2 illustrate these three subsystems ^^^^^^^ these services, however, the gatekeeper and 

and components as separate blocks, it will be understood the signaling system as a whole must process a substantial 

that, conceptually, each of the elements represents a logical number of signaling messages, and this processing defines a 

unit or process, and the subsystems and components may be processing burden or workload on the gatekeeper and sig- 

arranged in any way desired in the internet telephony naling system. Processing a signaling message may take any 

system, whether discrete, integrated or distributed. Further, ^ variety of forms. For example and without limitation, 

each component may take any suitable form and be located processing may be or may include (i) receiving a signaling 

in any suitable location, and various parts of each compo- message, (ii) reading a signaling message, (iii) sending a 

nent or subsystem may be omitted or substituted with other request message to the database subsystem, (iv) waiting for 

suitable elements. a response message from the database subsystem, (v) receiv- 

For example, the gatekeeper may comprise one or more ing a response message from the database subsystem, (vi) 

computers equipped with a microprocessor and a memory sending a response message to a gateway or other element, 

(and/or other data storage device) for holding a set of and (vii) routing a signaling message into the telephony 

machine language instructions (e.g., compiled source code) system. Each of these and other signaling functions takes 

that can be executed by the microprocessor. The machine time and processing power and can therefore define a burden 

language instructions may define one or more programs for or signaling workload on the signaling system, 

carrying out various functions described herein. The com- h.323 specifies a number of protocols defining some of 

puter may run any suitable operating system, such as a the signaling messages that may be conveyed within the 

Microsoft Windows or Unix-based system. In addition, the internet telephony signaling system. These signaling mes- 

computer may run client-server software for communicating sages include, for instance, "registration, admission and 

with gateways and/or back-end database servers for status" (RAS) messages (defined by the H.225 protocol for 

instance. An exemplary gatekeeper can be provided by example), and "call-signaling" (or "call-connection") mes- 

running gatekeeper protocol stack software on a suitable gages and "control-signaling" (or "call-control") messages 

computer; such software and/or hardware is avaUable from (defined by the H.245 protocol for example), 

companies including Databeam, Radvision, Elemedia and ^he operation of an exemplary signaHng system is iUus- 

VocalTek. trated in part by the events that may occur when a call 

Additionally, for instance, various functions or portions of request arrives at a gateway, seeking call admission and 
the gatekeeper may be embodied in one or more gateways or 55 connection via the packet switched network. When the 

other elements in the telephony system, and/or the gate- gateway receives a call request, a processor in the gateway 

keeper may be embodied in one or more distributed cle- will typically send a signaling request message via the 

ments or processes in the telephony system. Still further, the packet switched network to the gatekeeper with which the 

functions of the gatekeeper may be implemented in one or gateway has registered. A signaling request message sent to 

more gateways or MCUs, or distributed throughout the the gatekeeper is generally any signaling message that 

region and/or telephony system in one or more physical causes the gatekeeper to do some processing and therefore 

units or separate processes. adds to the signaling workload. By way of example and 

As another example, as noted above, the database sub- without limitation, the signaling request message may define 

system may comprise one or more databases, database a request for admission of the call into the packet switched 
servers and/or data files integrated with, coupled with or 65 network. 

otherwise accessible by the gatekeeper. Database servers One such signaling request message is an ARQ 

68-72, for instance, may be stand-alone computers running (Admission Request) message, for instance. The ARQ may 
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define various information about the proposed call, such as send a request to its back-end address mapping database, 

the calling party telephone number and the dialed (called which may contain a translation table that is updated regu- 

party) telephone number. The gatekeeper may include a lady through RAS registration messages. If the database 

programmed processor that is arranged to interpret this contains the necessary address, it may return the address to 

information as various types of signaling requests. For $ the gatekeeper, and the gatekeeper may responsively return 

example, the existence of the calling party number in the the address to the requesting gateway (e.g., in a location 

ARQ may signal to the gatekeeper processor a need to confirm or LCF message). If the database does not contain 

authenticate the calling party and/or to start an accounting the necessary address, the gatekeeper may propagate an 

(bilhng) record for the call. As another example, the exist- LRQ to another gatekeeper in the internet telephony system, 

ence of the called party number in the ARQ may signal to the seeking the requested address. Failing to find the necessary 

gatekeeper a need to translate the called party number into address, the gatekeeper may return a location reject (LRJ) 

a network address. and/or ARJ message to the requesting gateway, and the 

Alternatively, an ARQ and/or other suitable signaling gateway may terminate the call. As with the processing of 

- request message may more directly request the gatekeeper to authorization and accountmg requests, the processing of 

perform certain signaling functions related to call admission. . , ^^^^^f ° f ^"^^l" takes time and processing power 

For instance, the gateway may send to the gatekeeper a therefore burdens the gatekeeper and the signahng 

, J. * w * / 1 system as a whole, 

discrete address translation request message (e.g., location -r^ * i i • t- 

request (LRQ) message) or a dLrete authentication request gatekeq>er may also process other signalmg reques 

^ oi. *u * *- / .u * \ J 4 messages related to admission. For example and without 

message. Such authentication (authonzaUon) and account- j^^^^^^ , registered gateway may send a bandwidth 

ing requests may take the form of RAS messages, for ^ request (BRQ) signaling message to the gatekeeper seeking 

example. ... to determine whether sufficient bandwidth exists in the 

Upon receipt of an authentication request, the gatekeeper network to place a requested call. In this regard, a network 

processor may be programmed to determine whether the manager or other system may specify a threshold for the 

calling party or gateway (for example) is authorized to place number of simultaneous connections in the internet tele- 

the requested call. Authorization may be based on any 25 phony system, and the gatekeeper may be programmed to 

desired factor(s), including, for example, caller refuse to aUow any more connections once the threshold is 

authorization, restricted access to/from particular gateways, reached. The gatekeeper may process this sort of signahng 

and restricted access during certain periods of time. The request message by querying a traffic management database 

authorization processing function may take any suitable and responding to the requesting gateway. If sufficient 

form. For example, the gatekeeper may send a request to a 30 bandwidth exists, the gatekeeper may send a bandwidth 

back-end authentication database (or other database or data confirm (BCF) message, and if insufficient bandwidth exists 

file) to confirm that the caller's account is current and vaUd to support the requested call, the gatekeeper may send a 

or to otherwise authenticate the caller, or to determine bandwidth reject (BRJ) message. Again, the processing of 

whether the gateway is authorized to place the call at the these other signaling request messages additionally burdens 

given time. If the gatekeeper receives a negative response 35 the gatekeeper and signaling system, 

from the authentication database or otherwise fails to If the gatekeeper successfully establishes that the 

authenticate the caller, the gatekeeper may return an admis- requested call can be admitted (for instance, performing 

sion reject (ARJ) message to the gateway, and the gateway some or all of the foregoing functions and/or other function 

processor may responsively terminate the call. Alternatively, (s)), the gatekeeper may return an admission confirm (ACF) 

the gatekeeper or a database server may propagate a similar 40 message to the requesting gateway. In typical practice, the 

request to another gatekeeper and/or another database in the gateway wiU then seek to establish a connection over the 

system in an effort to establish authorization. In any event, packet switched network with the designated terminating 

it is clear that the processing of each authorization request gateway. 

takes time and processing power, thereby burdening the To establish this connection, the gateway will typically 

signaling system. 45 communicate various call-connection messages with the 

Upon receipt of an accounting request, the gatekeeper terminating gateway to determine whether the terminating 
processor may be programmed to perform an accounting gateway and/or the called party are available and prepared to 
function, which may also take any suitable form. By way of take the call. Referring to H.323, for example, among other 
example, the gatekeeper may responsively send an account- call connection messages, the initiating gateway may send a 
ing request to the back-end accounting database (such as a 50 "setup" signaling request message to the terminating gate- 
customer service database), to determine how to bill for the way to request a connection, and the terminating gateway 
call (e.g., which local exchange carrier will bUl the sub- may respond with a "connect" signaling message to the 
scriber for the call). As another example, the gatekeeper may initiating gateway to confirm the connection, 
responsively send an accounting request to the back-end As noted above, the signaling system may employ either 
accounting database asking the accounting database server 55 gatekeeper-routed call signaling or direct-routed caU signal- 
to establish a bilUng record for the call (e.g., to open a billing ing. As described in H.323, these two methods are illustrated 
record, which would be closed at the completion of the call). by FIGS. 3 and 4 respectively. In the gatekeeper-routed 
In the event the database cannot provide the function model, call-connection signaling messages are routed 
requested by the gatekeeper, the gatekeeper and/or database between endpoints via one or more gatekeepers (i.e., at least 
may propagate a similar request to another gatekeeper 60 via the transmitting gateway's gatekeeper), as shown by 
and/or database. Again, in any event, the processing of each signaling steps 3, 4, 7 and 8 in FIG. 3 for example. In the 
accounting request takes time and processing power and direct-routed model, call-connection signaling messages are 
therefore burdens the signaling system. routed directly between the peer gateways rather than via the 

Upon receipt of an address translation request, the gate- gatekeeper(s), as shown by steps 3 and 6 in FIG. 4 for 

keeper may seek to translate the dialed telephone number 65 example. 

into a network address of a terminating gateway that serves According to H.323, a gatekeeper may choose between 

the dialed number. In typical practice, the gatekeeper may the gatekeeper-routed model and the direct-routed model 
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and may instruct the gateway(s) in its zone accordingly. For gatekeeper takes time and processing power as well. The 

instance, if the gatekeeper elects (or is set) to use direct- gatekeeper must receive such messages, identify where to 

routed call-signaling, the gatekeeper may so instruct the route the messages (by analysis of packet header informa- 

gatcway(s) in its zone, so that the gateway(s) will send such tio" for instance), and route them accordingly. Still further, 

signaling messages directly to peer gateways rather than 5 generation, receipt and/or processing of other types of 

sending the messages to the gatekeeper for routing in turn to signaling messages may take time and processing power as 

the peer eateways additionally, a signahng channel (such as an RAS 

, ' „ . 1, 1 1. J. channel for instance) may have a limited bandwidth cap ac- 

Gatekeeper routed call signaling is generally believed to -^^ Therefore, the more signaling messages that are carried 

provide better performance m the network, since it allows signaling channel per unit time, the greater the 
the gatekeeper to monitor calls in the network and to make 10 ^^^^y^^^ processing burden on the signaling system as 

routing decisions based on a variety of factors such as load ^^jj 

balancing among gateways, for instance. However gate- stem should be designed to support at least 

keeper routed caU s.gnalmg mcreases the processing burdet, ^ .^j^^^, 

on the ga ekeeper such as by requmng the gatekeeper to .ekphony system. In this regard, statistical modeling may be 

receive call connection messages (in both directions K deter- f ; , , . u * *i, • i- ♦ 

, , J . .1 J employed to determine how robust the signaling system 

mine where to send the messages, and route them accord- ^. r. c ■ ^ ^ ■ * * * i u . 

. . ^ must be. For instance, if the mtemet telephony system 



ingly, 



statistically expects to receive no more than n call requests 



Similarly, during the course of an ongoing call, the p^j. ^^^j ^^^^^ ^jie signaling system should be designed to 
internet telephony signaling system may facilitate transmis- support at least n call requests per unit time. For example, 
sion of various call-control signaling messages between gatekeeper and database subsystems should be fast 
endpoints (such as between initiating and terminating gate- enough to process signaling messages related to at least n 
ways for instance). These call-control messages may carry ^all requests per unit time and to process signaling messages 
various information, such as information related to capabili- related to ongoing calls as well. Additionally, the signaling 
ties exchange, opening and closing of logical channels used channels should be of sufficient bandwidth to carry signaling 
to carry media streams and flow-control. Additionally or messages for at least the n call requests per unit time as well 
alternatively, the call-control messages may carry other ^s the signaUng messages related to ongoing calls, 
general or specific commands and indications, such as Unfortunately, however, while a signaling system may 
information about new calls (e.g., ANT information for performperfectly well under normal and expected loads, the 
call-waiting-caller-ID, or information necessary to facihtate signaling system may break down when faced with unex- 
three-way-calhng) or other mformaUon to facihtate vanous p^^^^^j^ j^^^ ^^^^^ ^^^^^^^ ^^^^^ instances of call 
enhanced services for example. congestion and associated signaling messages and process- 
As with caU-connection signaling messages, the signaling i^g in the network. In such instances, the signaling system 
system (typically the gatekeeper) may choose between may become bogged down and may consequently be unable 
gatekeeper-routing or direct routing of call-control signaling to service some or all of the incoming call requests. In turn, 
messages, and instruct the registered gateways accordingly. calls may be blocked from entering the network. 
With gatekeeper-routed call-control signaUng, some or all of Consider an emergency situation, such as a natural disas- 
the call-control messages are routed between endpoints via g^ ^n earthquake, a storm, a flood or a fire), for 
one or more gatekeepers. With direct-routed caU-control example. In such a situation, everyone in the region affected 
signaling, call-control messages are routed direcUy between ^y the emergency may try to use their telephones at once. As 
the peer gateways rather than via the gatekeeper(s). Again, ^ ^^^^^^^ ^^^^^ ^ ^^^^^ ^^y^ requests simultaneously 
however, while gatekeeper-routed call-control signaling is arriving at one or more gateways in the region. Those 
believed to be preferable (e.g., providing the gatekeeper with gateways may seek to admit all of the caUs substantially at 
a better ability to keep track of the operations of the ^^^^^ requesting admission, address translation and/or other 
telephony system), gatekeeper-routing of call-control mes- signaling seivices from their gatekeeper(s). The gatekeeper 
sages increases the processing burden on the gatekeeper j^^n process the concomitant signaling request 
subsystem compared with direct-routing. messages, typically querying databases and so forth. As 
As the foregoing illustrates by way of example, an inter- signaling messages and processing functions converge on 
net telephony signaling system carries and processes a the gatekeeper and database subsystems, problems may 
number of signaling messages (e.g., authorization requests, 50 arise. 

accounting requests, address translation requests, bandwidth Because the communication and processing of signahng 

requests, call-connection messages, and call-control messages takes time, the requests may line up in queues, 

messages) with respect to call requests and ongoing calls. waiting to be processed by the gatekeeper and/or database 

The communication and processing of these signaling mes- subsystems. For example, queues of database queries may 
sages defines a workload or burden on the signaling system, 55 form as gatekeepers seek to query back-end database servers 

which may be felt as the use of time, processing power, to provide authorization, accounting and address translation 

and/or signaling channel bandwidth. services for all of the incoming call requests. The back-end 

For example, every database query that the gatekeeper database servers, for instance, may not be able to service all 

conducts (which may be understood to include instances incoming database requests and may fail to operate. Further, 
where the gatekeeper sends a request to a database system) 60 queues of other signaling messages and processing requests 

or every database request that the gatekeeper .sends to a may form as gatekeepers seek to process and convey sig- 

back-end database server in relation to (e.g., in response to naling messages. Signaling channels may become 

a message sent as a result of) a call request takes time and overloaded, as the signaling system attempts to convey 

processing power. The, gatekeeper must wait for the data- signaling messages related to the increased number of call 
base and/or database server to process and respond to the 65 requests as well as the existing calls in the telephony system, 

query or request. As another example, every call -connection Still further, the signaling process for each call request may 

message or call-control message that is routed through the take so much time that call requests may time out and/or 



07/07/2004, EAST Version: 1.4.1 



us 6,650,619 Bl 
13 14 

may be blocked from proceeding. Callers may, for instance, each of a plurality of call requests. The telephony system 

receive messages announcing that all circuits are busy, or may include a gateway/terminal (i.e., a gateway or an 

callers may receive no response whatsoever. internet telephone or any other device capable of interfacing 

In an effort to overcome this problem, a preferred embodi- with the packet switched network for real-time media 
ment of the present invention contemplates reducing the 5 communications) and a signaling server (i.e., a gatekeeper or 

workload or processing burden of the signaling system in other intelligent processor in the signaling system) for 

response to a state of congestion in the internet telephony mstance. 

system, and thereby allowing the signaling system to sup- As described above, the signaling subsystem may include 

port more incoming call requests per unit time. various subsystems, and each of these subsystems may 

Thestateofcongestionmaybeastateofcongestioninthe include various enUties (e.g., devices and/or processes), 
signahng system (e.g., more than a threshold level of sig- which may be configured to perform one or more functions 
naling messages being sent to the gatekeeper subsystem related to call setup. Call setup functions can include but are 
and/or the database subsystem substantially at once) or a "ol necessarily limited to those described above, such as 
state of congestion in incoming or existing call traffic (which establishing authentication, accounting, address translation 
may result in overburdening the signaling system for ^nd call connection, for instance. As described above, the 
instance). Further, the state of congestion may be a state of performance of those call setup functions creates a process- 
actual congestion (e.g., more than a threshold level of caU H burden or workload, or signaling workload, 
requests arriving at one or more gateways in a region) or a The preferred embodiment may then include modifying 
state of potential congestion (e.g., the occurrence or exist- the signaling subsystem in order to reduce the signahng 
ence of an event or a situation such as a natural disaster or workload with respect to each of a plurality of call requests, 
state of emergency that may directly or indirectly cause a Generally speaking, this function may involve modifying an 
signahng backlog). entity (e.g., gateway/terminal, or gatekeeper) in the signal- 

The reduction in signaling workload may occur in ing subsystem so that the entity or the signaling system 
response to a device or process in the internet telephony generally performs fewer call setup functions, thereby 
system learning of a state of congestion in the internet ^ reducing the signaling workload and facihtating admission 
telephony system, (In this regard, the internet telephony and connection of more calls per unit time, 
system may extend physically to any location where a state Where the gateway/terminal receives call requests and 
of congestion may affect the operation of the signaling responsively sends a number of signaling request messages 
system, including on the subscriber side of the gateway for to the signaling server, the process of modifying the signal- 
instance). Learning of a state of congestion may involve ing subsystem to reduce the signaling workload can com- 
detecting the state of congestion (e.g., detecting more than prise having the gateway/terminal reduce the number of 
a threshold rate of signaling messages and/or call requests, signaling request messages that it transmits to the signaling 
etc.) and/or receiving a control signal indicating the exist- server with respect to some or all of the caU requests that it 
ence of a state of congestion. Such a control signal may be receives. As an example, this reduction may involve the 
generated by a management system or other device or gateway/terminal reducing the number of signaUng request 
process in the internet telephony system for instance. messages that it sends to the signaling server. As another 

The reduction in workload or processing burden may be example, the reduction may involve the signahng system 

accomplished at any location or locations in the signaling (e.g., the signaling server) at least temporarily not perform- 

syslem and may take any suitable form. According to one ing certain type(s) of call setup functions, 
aspect, for instance, the reduction in workload may comprise A processor in the gateway/terminal may, for instance, be 

a reduction in the number of signahng messages that are sent programmed to respond to a state of congestion by switching 

to the gatekeeper s-ubsystcm and/or that arc processed by the to a mode (e.g., a pre-programmed "emergency" mode) in 

gatekeeper subsystem. By reducing the number of signaling which the gateway/terminal at least temporarily does not 
messages that the gatekeeper subsystem needs to process, 45 transmit (or transmits less often) a particular type or types of 

the signaling system wiU experience a decreased workload, signahng request message to the signaling server upon 

freeing up resources to serve a higher rate of call requests. receipt of call requests. 

According to another aspect, for instance, the reduction in The particular type(s) of signaling request messages may 

workload may comprise a reduction in the number of be any type(s) desired, where the effect of reduction would 
database requests that the gatekeeper subsystem sends to the 50 be a reduction in signaling workload. For instance, and 

database subsystem. In this regard, a preliminary analytical without limitation, the particular type may be authorization 

analysis has shown that (in at least the direct-routed model) messages (e.g., requests for authorization), accounting mes- 

requests to back-end database servers (such as authentica- sages (e.g., requests for accounting service), or address 

lion and address translation databases) are the principal translation messages (e.g., requests for address translation), 
bottlenecks in the signaling system. A reduction in the 55 Reducing or eliminating these types of messages would 

number of database requests may arise directly from a necessarily reduce the signahng workload per call request 

reduction in the number of signaUng request messages sent and thereby allow the signaling system to serve call requests 

to the gatekeeper subsystem, particularly where those sig- at a higher rate. 

naling request messages would normally require database With regard to address translation, the gateway/terminal 
requests for resolution. Alternatively, a reduction in the go typically needs to translate telephone numbers to network 

number of database requests may arise partially or wholly addresses in order to facihtate call connection over the 

independently of a reduction in the number of signaling packet switched network. Therefore, the gateway/terminal 

messages sent to the gatekeeper subsystem. may be programmed to reduce or eliminate the number of 

Thus, according to one aspect of a preferred embodiment, address translation requests that it sends to the signaling 
the present invention relates to a packet switched telephony 65 server but to instead limit incoming calls to only a prede- 

system having a signaling subsystem that is arranged to termined set of telephone numbers. These telephone num- 

perform a plurality of call setup functions with respect to hers may be emergency service numbers (such as police and 
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fire) for instance or other desired numbers. The gateway/ 
terminal may then be pre-programmed with the network 
addresses for these numbers, so that the gateway/terminal 
can effectively conduct address translation itself, rather than 
further burdening the signaling system. 

Phrased another way, the gateway/terminal may have a 
first pre-programmed mode in which the gateway/terminal 
sends a first set of signaling request messages to the signal- 
ing server in response to call requests, and a second pre- 
programmed mode in which the gateway sends a second set 
of signabng request messages to the signaling server in 
response to call requests. The second set of signaling request 
messages includes fewer signaling request messages than 
the first set. For example and without limitation, the first set 
may include authorization request messages and the second 
set may not include authorization request messages or may 
include such messages in only a limited number of cases 
(e.g., highly suspect call requests for instance). As another 
example, the first set may include accounting request mes- 
sages and the second set may not include accounting request 
messages or may include such messages in only a limited 
number of cases. 

Still alternatively, the gateway/terminal may have a first 
pre-programmed mode in which the gateway/terminal sends 
a first number of signaling request messages to the signaling 
server in response to each of a plurality of call requests, and 
a second pre-programmed mode in which the gateway/ 
terminal sends a second number of signaling request mes- 
sages to the signahng server in response to each of the 
plurality of call requests. As a non-limiting example, in the 
first mode, in response to a call request, the gateway/ 
terminal may send to a gatekeeper an ARQ that includes the 
calling party phone number and the called party phone 
number, which may normally be interpreted by the gate- 
keeper as requests for (i) authentication, (ii) accounting and 
(iii) address translation. In the second mode, for instance, the 
gateway/terminal may exclude from such an ARQ the called 
party phone number, thereby effectively reducing the num- 
ber of signaling request messages by one (the address 
translation request). As another example, in the second 
mode, for instance, the gateway/terminal may exclude from 
the ARQ the calling party phone number, thereby effectively 
reducing the number of signaling messages by one or two 
(e.g., the authentication and/or accounting requests) for 
instance. In either example, the gatekeeper may be pro- 
grammed to interpret the lack of information in the ARQ 
message as fewer signaling request messages. 

As another example, each of one or more gateway/ 
terminals in a region may be programmed to respond to a 
stale of congestion by switching from gatekeeper routing of 
call-connection and/or call-control signaling messages to 
direct- routing of such messages. In this regard, the gateway/ 
terminal may have a first preprogrammed mode in which it 
performs gatekeeper-routing and a second preprogrammed 
mode in which it performs direct-routing, and the gateway/ 
terminal may switch from the first mode to the second mode. 
This switch may be a choice made by the gateway/terminal 
upon learning of a state of congestion or may be dictated by 
the signaling server (e.g., gatekeeper), such as by a control 
signal sent to the gateway/terminal from the signaling server 
or other entity in the signaling subsystem or telephony 
system upon learning of a state of congestion. 

A processor in the signaling server may similarly be 
programmed to respond to a state of congestion by switching 
to a mode (e.g., a pre-programmed "emergency" mode) in 
which the signaling server at least temporarily does not 
perform (or performs less often) one or more type(s) of call 
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setup function. The type(s) of call-setup functions may take 
any suitable form. Examples include sending database 
requests, and sending signaling messages (such as routing 
call-connection and/or call-control signaling messages for 

5 instance). For instance and without limitation, (i) in the 
normal mode, when the signaling server receives an ARQ 
message, the signaling server may be programmed to send 
one or more database requests to the database subsystem, but 
(ii) in the emergency mode, the signaling server may send 

jQ fewer or no such database requests and may send a canned 
response such as an ACF message to the requesting gateway/ 
terminal. 

As another example, the signaling server may be pro- 
grammed to respond to a state of congestion by instructing 

15 one or more of its registered gateway/terminals to stop 
sending particular types of signaling request messages as 
described above. This function may lake various forms. By 
way of example and without limitation, the signaling server 
may instruct the gateway/terminal to stop (or reduce) send- 

20 ing address translation requests. Because the gateway/ 
terminal needs to translate telephone numbers to network 
addresses in order to facilitate call connection over the 
packet switched network, however, the gateway/terminal 
may then be programmed to allow calls placed to only a 

25 predetermined set of telephone numbers as described above. 
These telephone numbers may be emergency service num- 
bers (such as police and fire) for instance or other desired 
numbers. The gateway/terminal may then be pre- 
programmed with the network addresses for these numbers, 

30 so that the gateway/terminal can conduct address translation 
itself. 

Phrased alternatively, the signaling server may have a first 
pre-programmed mode in which the signaling server per- 
forms certain types of signaling functions and a second 

35 pre-programmed mode in which the signaling server does 
not perform one or more of those functions (or performs the 
fiinctions less often), and the signaling server may be 
programmed to switch from the first mode to the second 
mode in response to a state of congestion. In the first mode, 

40 for instance, the signaling server may be programmed to 
send certain type(s) of database requests, and in the second 
mode, for instance, the signaling server may be programmed 
to send fewer or none of those type(s) database requests. As 
another example, in the first mode the signaling server may 

45 conduct gatekeeper-routing of call-connection and call- 
control messages, and in the second mode the signaling 
server may not participate (or may participate less often) in 
routing such messages. To accomplish this switch, the 
signaling server may, for instance, instruct one or more of 

50 registered gateway/terminals to direct-route rather than to 
gatekeeper- route. 

As another example, an exemplary embodiment may 
extend to a signaling server such as a gatekeeper, which 
performs a plurality of signaling functions associated with 

55 calls (e.g., requested calls and/or ongoing calls). The sig- 
naling server may have a first pre-programmed mode in 
which the signaling server is adapted to perform a first set of 
signahng functions with respect to calls, and a second 
pre-programmed mode in which the signaling server is 

60 adapted to perform a second set of signaling fimctions with 
respect to calls. The second set omits one or more functions 
contained in the first set, such that the signaling server does 
not perform certain types of functions (or performs fewer of 
certain types of functions) in tlie second mode. One of the 

65 fiinctions in the first set may, for instance, be querying (e.g., 
sending a database request to) an address mapping database 
in order to translate telephone numbers to network addresses 
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with respect to a plurality of call requests. In turn, in the 
second mode, the signaling server may be programmed to 
not query the address mapping database (or to do so less 
frequently) with respect to the plurality of call requests. 

In accordance with a preferred embodiment, as mentioned ^ 
above, the internet telephony system and/or signaling sub- 
system may be equipped with a management system that 
serves to identify when there is a state of congestion in the 
internet telephony system. The management system may 
then serve to alert (e.g., via a special control signal) one or 
more entities (devices and/or )p recesses in the telephony 
system, thereby allowing the one or more entities to take 
action to reduce the signaling workload and thereby penmit 
an increased rate of call admission. ITie management system 
may be intemal or external to the alerted entity. 

FIG. 1 illustrates a management system 90 generally as a 
component coupled with the packet switched network 22 by 
way of example. More generally, however, the management 
system may take any suitable form and can be located in any 
suitable location and/or carried out by any suitable device or 
process in the telephony system. For instance, the manage- 
ment system may be a process carried out by a gateway, 
gatekeeper or router in the telephony system, or the man- 
agement system may be distributed throughout the tele- 
phony system. At a most basic level, the management 
system may be as simple as a person monitoring call traffic 
and/or signaling traflSc at a computer workstation and then 
actuating a key to generate a control signal in the presence 
of a state of congestion. 

An exemplary system for collecting performance statis- 
tics regarding traffic and components in an internet tele- 
phony system is described, for example, in a U.S. Patent 
Application entitled "Method and System for Monitoring 
and Management of the Performance of Real Time Net- 
works" (inventors Grabelsky et al.), filed on Feb. 19, 1999, 
and assigned to the owner of the present invention. The 
entirety of the Grabelsky application is hereby incorporated 
herein by reference. This performance management system 
may be adapted to determine when a state of congestion 
exists in the network. In addition, it is presently envisioned 
that systems including a simple network management pro- 
tocol (SNMP) can be used to identify congestion in the 
network. Examples of such systems include TranscendWare 
available from 3Com Corporation and Open View available 
from Hewlett Packard. 

As a more specific example, without limitation, the man- 
agement system may be embodied in a set of machine 
language instructions executed by a processor in a gateway 
or the gatekeeper. In the gateway, for instance, the manage- 50 
ment system may monitor the rate of call requests arriving 
at the gateway or the rate of signaling request messages that 
the gateway is sending to the gatekeeper. If the rate of call 
requests or signaling messages exceeds a predetermined 
threshold level, the gateway may thereby determine that a 55 
state of congestion exists. The gateway may in turn take 
action to reduce the signaling workload such as described 
above and may notify one or more other entities such as the 
gatekeeper for instance, so that the one or more other entities 
can also take suitable steps to reduce the signaling workload, 

In the signaling server, for instance and without 
limitation, the management system may monitor the rate of 
signaling request messages arriving at the signaling server 
and/or the rate of signaling messages being routed by the 
signaling server and/or the rate of response by the database 65 
subsystem. If any of these or other indicia reveal an 
overburden, bottleneck or backlog, for instance, the signal- 
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ing server may conclude that a state of congestion exists. 
The signaling server may responsively take action to reduce 
the signaling workload such as described above and may 
further notify one or more other entities such as its registered 
gateways for instance, so that the one or more other entities 
can also take suitable steps to reduce the signaling workload. 

A preferred embodiment of the present invention has been 
described herein. It will be understood, however, that 
changes and modifications may be made thereto without 
deviating from the true spirit and scope of the invention as 
defined by the claims. For instance, where appropriate, 
individual elements described herein may be substituted 
with other equivalent elements now known or later devel- 
oped. All examples described herein are illustrative and not 
necessarily limiting. 

For instance, although the description has referred to an 
internet telephony system arranged and operating according 
to H,323, it should be understood that the internet telephony 
system is not restricted to the H.323 implementation but may 
more generally extend to any desired configuration, includ- 
ing for instance an SIP configuration. For instance, where 
the description (including the claims) makes reference to a 
"gatekeeper," the description equally refers to and covers 
any signaling server including, for instance, an SIP proxy. 

Still further, for instance, the description provides only 
certain examples of signaling request messages (e.g., autho- 
rization request messages, accounting request messages, 
address translation request messages, bandwidth request 
messages, call-connection messages, and call-control 
messages). It will be appreciated that other types of signal- 
ing request message may now exist or be subsequently 
developed. 

We claim: 

1. In a packet switched telephony system including a 
signaling subsystem operable to perform a plurality of 
call-setup functions for each of a plurality of call requests, 
said call-setup functions cooperatively defining a signahng 
workload associated with each of said plurality of call 
requests, a method comprising in combination: 

identifying a state of congestion in said telephony system; 
and 

responsively modifying said signaling subsystem to 
reduce said signaling workload associated with each of 
at least a plurality of said call requests, 

wherein said telephony system includes a gateway/ 
terminal and a signaling server, said gateway/terminal 
receiving call requests and responsively transmitting a 
number of signaling request messages to said signaling 
server, 

wherein modifying said signaling subsystem comprises 
switching to a mode in which said gateway/terminal 
does not transmit authorization messages to said sig- 
naling server. 

2. A method as claimed in claim 1, wherein identifying a 
state of congestion in said internet telephony system com- 
prises detecting said state of congestion. 

3. A method as claimed in claim 1, wherein identifying a 
state of congestion in said internet telephony system com- 
prises receiving a control signal indicative of said state of 
congestion. 

4. A method as claimed in claim 1, wherein identifying a 
state of congestion comprises determining that a state of 
emergency exists. 

5. A method as claimed in claim 1, wherein said state of 
emergency comprises an occurrence of a natural disaster. 

6. In a packet switched telephony system including a 
signaling subsystem operable to perform a plurality of 
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call-setup functions for each of a plurality of call requests, 
said call-setup functions cooperatively defining a signaling 
workload associated with each of said plurality of call 
requests, a method comprising, in combination: 

identifying a state of congestion in said telephony system; 5 
and 

responsively modifying said signaling subsystem to 
reduce said signaling workload associated with each of 
at least a plurality of said call requests, 

wherein said telephony system includes a gateway/ 10 
terminal and a signaling server, said gateway/terminal 
receiving call requests and responsively transmitting a 
number of signaling request messages to said signaling 
server, 

wherein modifying said signaling subsystem comprises 15 
switching to a mode in which said gateway/terminal 
docs not transmit accounting messages to said signal- 
ing server. 

7. In a packet switched telephony system including a 
signaling subsystem operable to perform a plurality of 20 
call-setup functions for each of a plurality of call requests, 
said call -setup functions cooperatively defining a signaling 
workload associated with each of said plurality of call 
requests, a method comprising, in combination: 

identifying a state of congestion in said telephony system; 
and 

responsively modifying said signaling subsystem to 
reduce said signaling workload associated with each of 
at least a plurality of said call requests, 

wherein said telephony system includes a gateway/ 
terminal and a signaling server, said gateway/terminal 
receiving call requests and responsively transmitting a 
number of signaling request messages to said signaling 
server, 

wherein modifying said signaling subsystem comprises 
switching to a mode in which said signaling subsystem 
at least temporarily does not perform a predetermined 
type of call-setup function, said predetermined type of 
call setup function being selected from the group 
consisting of admission, anthentication and accounting. 

8. In a packet switched telephony system including a 
signaling subsystem operable to perform a plurality of 
call-setup functions for each of a plurality of call requests, 
said call-setup functions cooperatively defining a signaling 
workload associated with each of said plurality of call 
requests, a method comprising, in combination: 

identifying a state of congestion in said telephony system; 
and 

responsively modifying said signaling subsystem to 50 
reduce said signaling workload associated with each of 
at least a plurality of said call requests, 

wherein said internet telephony system includes a 
gateway/terminal and a signaling server, said gateway/ 
terminal receiving call requests and responsively trans- 55 
mitting a number of signaling messages to said signal- 
ing server, and said signaling server responsively 
performing a number of said call set-up functions; and 

wherein modifying said signaling subsystem comprises 
reducing the number of call-setup functions performed 60 
by said signaling server in response to the signaling 
messages, 

whereby reducing said signaling workload facilitates 
expedited admission of calls into said telephony sys- 
tem, 65 

9. A method as claimed in claim 8, wherein said signaling 
server comprises a gatekeeper. 
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10. A method as claimed in claim 8, further comprising 
sending a control signal to an entity in said telephony 
system, said control signal indicating said state of conges- 
tion. 

11. In a packet switched telephony system including a 
signaling subsystem operable to perform a plurality of 
call-setup functions for each of a plurality of call requests, 
said call-setup functions cooperatively defining a signahng 
workload associated with each of said plurality of call 
requests, a method comprising, in combination: 

identifying a state of congestion in said telephony system; 
and 

responsively modifying said signaling subsystem to 
reduce said signaling workload associated with each of 
at least a plurality of said call requests, 

wherein said signaling subsystem includes a signaling 
server, said signaling server initiating a number of 
database queries with respect to each of a plurality of 
said call requests; and 

wherein modifying said signaling subsystem comprises 
reducing the number of database queries that said 
signaling server initiates with respect to said plurality 
of call requests. 

12. In a packet switched telephony system including a 
signaling subsystem operable to perform a plurality of 
call-setup functions for each of a plurality of call requests, 
said call-setup functions cooperatively defining a signaling 
workload associated with each of said plurality of call 
requests, a method comprising, in combination: 

identifying a state of congestion in said telephony system; 
and 

responsively modifying said signaling subsystem to 
reduce said signaling workload associated with each of 
at least a plurality of said call requests, 

wherein said telephony system includes a plurality of 
gateway/terminals and at least one signaling server, and 
wherein a plurality of signaling messages associated 
with said call request are transmitted between a pair of 
said gateway/terminals to establish a connection 
between said pair of gateway/terminals in response to 
a call request; 

said telephony system having a first call-connection mode 
in which at least a portion of said signaling messages 
are routed via said signaling server, and a second 
call-connection mode in said at least a portion of 
signaling messages are not routed via said signaling 
server; and 

wherein modifying said signaling subsystem to reduce 
said signaling workload associated with said call 
request comprises switching from said first call- 
connection mode to said second call-connection mode, 

whereby reducing said signaling workload facilitates 
expedited admission of calls into said telephony sys- 
tem. 

13. In an internet telephony system of the type comprising 
a gateway/terminal and a gatekeeper, the gateway/terminal 
receiving call requests and, for each of a plurality of said call 
requests, the gateway/terminal sending a number of signal- 
ing request messages to the gatekeeper, and the gatekeeper 
responsively processing the signaling request messages to 
facilitate a call, said number being at least one, a method 
comprising, in combination: 

said gateway/terminal learning of a state of congestion in 
said internet telephony system; and 

said gateway/terminal responsively reducing the number 
of signaling request messages that it sends to the 
gatekeeper for each of a plurality of said call requests, 
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whereby, by reducing the number of signaling request 
messages sent to the gatekeeper for each of a plurality 
of call requests, the gatekeeper experiences a reduced 
processing load per call request and can therefore serve 
call requests at a higher rate. 5 

14. A method as claimed in claim 13, wherein learning of 
a state of congestion in said internet telephony system 
comprises said gateway/terminal detecting said state of 
congestion, 

15. A method as claimed in claim 13, wherein learning of 10 
a state of congestion in said internet telephony system 
comprises said gateway/terminal receiving a control signal 
indicative of said state of congestion. 

16. A method as claimed in claim 15, further comprising 

a management system sending said control signal to said 15 
gateway/terminal in response to a state of congestion in said 
internet telephony system. 

17. A method as claimed in claim 13, wherein said 
signaUng request messages comprise a messages selected 
from the group consisting of an authorization message, an 20 
accounting message, an address translation message and a 
call connection message. 

18. In an internet telephony system. comprising a gateway/ 
terminal and a gatekeeper, the gateway/terminal receiving 
call requests from telephone devices and respoosively send- 25 
ing signaling request messages to said gatekeeper, said 
gatekeeper processing said signaling request messages to 
facilitate calls associated with said call requests, said 
gateway/terminal having a first mode in which, in response 

to each of a plurality of said call requests, said gateway/ 30 
terminal sends a first number of signaling request messages 
to said gatekeeper, a method comprising, in combination: 
said gateway/terminal learning of a state of congestion in 

said internet telephony system; and 
said gateway/terminal responsively switching from said "'^ 
first mode to a second mode in which, in response to 
each of said plurality of call requests, said gateway/ 
terminal sends a second number of signaling request 
messages to said gatekeeper, said second number being 
less than said first number, 
whereby, by sending fewer signaling request messages to 
said gatekeeper, said gatekeeper may experience a 
reduced workload and may therefore be able to serve 
call requests at an increased rate. 

19. A method as claimed in claim 18, wherein learning of 
a state of congestion in said internet telephony system 
comprises said gateway/terminal detecting said state of 
congestion. 

20. A method as claimed in claim 18, wherein learning of 
a state of congestion in said internet telephony system 
comprises said gateway/terminal receiving a control signal 
indicative of said state of congestion. 

21. A method as claimed in claim 20, further comprising 
a management system sending said control signal to said 
gateway/terminal in response to a state of congestion in said 
internet telephony system. 

22. A method as claimed in claim 18, 

wherein said internet telephony system comprises a 'plu- 
rality of gateway/terminals each receiving call requests 
and each having said first mode, and 

wherein said method further comprises each of a plurality 
of said gateway/terminals learning of a state of con- 
gestion in said ioternet telephony system and respon- 
sively switching to said second mode. 65 

23. A method as claimed in claim 18, wherein said first 
number of signaling request messages includes an authen- 
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tication message and said second number of signaling 
request messages does not include an authentication mes- 
sage. 

24. A method as clauned in claim 18, wherein said first 
number of signaling request messages includes an account- 
ing message and said second number of signaling request 
messages does not include an accounting message. 

25. A method as claimed in claim 18, wherein said first 
number of signaling request messages includes an address 
translation message and said second number of signaling 
request messages does not include an address translation 
message. 

26. A method as claimed in claim 25, wherein, in said 
second mode, said gateway/terminal admits calls to only one 
or more predetermined telephone numbers. 

27. A method as claimed in claim 26, wherein said one or 
more predetermined telephone numbers consist of emer- 
gency service telephone numbers. 

28. A method as claimed in claim 18, wherein, in said first 
mode, said gateway/terminal gatekeeper-routes caU connec- 
tion messages and, in said second mode, said gateway/ 
terminal directly-routes call connection messages. 

29. A method as claimed in claim 18, 

wherein sending said first number of signaling request 
messages to said gatekeeper comprises sending one or 
more packages of information to said gatekeeper, 
whereby said gatekeeper interprets said information as 
said first number of signaling request messages, and 

wherein sending fewer than said first number of signaling 
request messages to said gatekeeper comprises not 
sending at least a portion of said one or more packages 
of information to said gatekeeper. 

30. A method as claimed in claim 29, wherein said at least 
a portion of said one or more packages of information 
comprises calling party information, 

whereby said gatekeeper interprets said calling party 
information as an authentication request and/or as an 
accounting request. 

31. A method as claimed in claim 29, wherein said at least 
a portion of said one or more packages of information 
comprises called party information, 

whereby said gatekeeper interprets said called party infor- 
mation as an address translation request. 

32. A method as claimed in claim 18, wherein sending 
said first number of signaling request messages to said 
gatekeeper comprises sending a first set of information to 
said gatekeeper, whereby said gatekeeper interprets said first 
set of information as said first number of signaling request 
messages, and 

wherein, in said second mode, said gateway/terminal 
sends less than said first set of information to said 
gatekeeper in response to each of said plurafity of call 
requests, whereby said gatekeeper interprets said less 
than said first set of information as fewer than said first 
number of signaling request messages. 

33. A method as claimed in claim 32, 

wherein said first set of information comprises calhng 
party information, whereby said gatekeeper interprets 
said calling party information as a request to authenti- 
cate a calling party and/or to establish accounting for a 
call, and 

wherein, in said second mode, said gateway/terminal does 
not send said calling party information to said gate- 
keeper. 

34. A method as claimed in claim 32, 

wherein said first set of information comprises a called 
party telephone number, whereby said gatekeeper inter- 
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prets said called party telephone number as a request to 42. An internet telephony system as claimed in claim 35, 
translate said called party telephone number to a net- wherein processing said signaling request messages corn- 
work address, and prises routing said signaling request messages to a location 
wherein, in said second mode, said gateway/terminal does in said packet switched network. 

not send said called party telephone number to said 5 43. An internet telephony system as claimed in claim 35, 

gatekeeper. wherein the management system comprises a computer 

35. An internet telephony system comprising, in combi- system collecting information about call trafiSc and/or sig- 
nation: naling traffic in said telephony system, and wherein identi- 

a plurality of telephone devices; fying a state of congestion in said telephony system com- 

a packet switched network; lo P"ses said computer system identifying more than a 

a signaling server coupled with said packet switched Predetermined level of call traffic and/or signaUng traffic at 

network' more locations m said telephony system. 

, , . , , . L J * 1 44. An internet telephony system as claimed in claim 35, 
a gateway coupled with said packet switched network, , ... ^ / • u 
^ \ . . ^ c -J ^ 1 wherein the management system comprises a human opera- 
said gateway receiving call requests rrom said tele- , . . „ i- ^rcj. * 

i_ ^ , . \ -J 11 tor Viewing call tramc data and/or signaling traffic data at a 

phone devices and, in response to said call requests, ^ ^ ^- 

^ . ' , J • V computer workstation. 

sending signahng request messages to said signaling aI j, ^^lu ^ i-j-i-i^ 

' ^ ? u J * 1 -J ■ V 45. An internet telephony system as claimed m claim 35, 

server via said packet switched network, said signaling t • ^1. . \. ■ ^i. • 1- 

. -J • 1- . wherein the management system comprises the signahng 

server processing said signahng request messages, . .j*^ . , , . , ^ 

t_ u • j-i- * server, and providmg said special control signal to said 

whereby processing said signaling request messages , ' ^ . -j ■ i- j- .1. ■ , 
J ^ f J J • ? 01 on gateway comprises said signalmg server sending the special 

defines a load on said signalmg server; * 1 • f . . • .t. 1 . i. j 

, . o , . ... . , control signal to the gateway via the packet switched net- 
said gateway having a first mode m which said gateway ^f/ox]^ 

sends a first type of signaling request message to said ^^'^ .^^^^^^^ telephony system as claimed in claim 35, 
signahng seiver m response to caU requests, and a wherein the management system provides the special control 
second mode m which said gateway does not .send said ^- j ^-^ ^^^^^ ^^.^^^ ^^^^^^^ 
first type of signaling request message to said signahng 47 ^ -^^^^^^^ telephony system as claimed in claim 35, 
server m response to call requests; ^^^^^.^ management system comprises a human being, 
a management system for identifying a state of congestion ^ ^„ ^^^^^^j telephony system of the type comprising 
m said mtemet telephony system and responsively ^ gateway subsystem, a gatekeeper subsystem, and a data- 
providing a special control signal to said gateway; ^ase subsystem, said gateway subsystem receiving call 
said gateway receiving said special control signal and requests and responsively sending a number of signaling 
responsively switching from said first mode to said request messages to said gatekeeper subsystem, said gate- 
second mode, keeper subsystem receiving said signahng request messages 
wherein said first type of signaling request message is a and responsively sending a number of database request 
message selected from the group consisting of an messages to said database subsystem with respect to a 
authorization message, an accounting message, an plurality of call requests, a method comprising, in combi- 
address translation message, and a call connection nation: 

message s^^j gatekeeper subsystem learning of a state of conges- 

whereby, said gateway sends fewer signaling request tion in said internet telephony system; and 

messages to said signaling server in said second mode in response to learning of said state of congestion, said 

and thereby reduces said load on said signahng server. gatekeeper subsystem reducmg the number of database 

36. An internet telephony system as claimed in claim 35, request messages that it sends to said database sub- 
wherein said first type of signaling request message is an system with respect to said plurahty of call requests, 
address translation message, and wherein, in said second whereby, by reducing the number of database request 
mode, said gateway limits incoming calls to a predeterramed 45 messages that it sends with respect to said plurality of 
set of telephone numbers. requests, said gatekeeper subsystem may expedite 

37. An internet telephony system as claimed in claim 36, admission into said internet telephony system of calls 
wherem the predetermined set of telephone numbers com- associated with said call requests. 

prises emergency service numbers. 49 ^ j^^jhod as claimed in claim 48, wherein learning of 

38. An internet telephony system as claimed m claim 37, 50 ^ ^tate of congestion in said internet telephony system 
wherein the predetermined set of telephone numbers con- comprises detecting said state of congestion. 

sists of emergency service numbers. 50, a method as claimed in claim 48, wherein learning of 

39. An internet telephony system as claimed in claim 35, ^ ^^^^ congestion in said internet telephony system 
wherein comprises receiving a control signal indicative of said state 

said first type of signaling request message is a call 55 of congestion. 

connection message; 52 \ rnethod as claimed in claim 50, further comprising 

in said first mode, said gateway routes call connection a management subsystem detecting a state of congestion in 

messages via said signahng server; and said internet telephony system and responsively providing 

in said second mode, said gateway directly routes call said control signal to said gatekeeper subsystem. 

connection messages. 60 52. A method as claimed in claim 48, wherein identifying 

40. An internet telephony system as claimed in claim 35, a state of congestion comprises determining that a state of 
wherein processing said signaling request messages com- emergency exists. 

prises receiving said signaling messages. 53. Amethod as claimed in claim 48, wherein said number 

41. An internet telephony system as claimed in claim 35, of database request messages comprise a first type of data- 
wherein processing said signaling request messages com- 65 base request message selected from the group consisting of 
prises conducting database queries in response to said sig- an authorization request, an accounting request, and an 
naling request messages. address translation request. 
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54. A method as claimed in claim 53, wherein reducing 
the number of database request messages that it sends to said 
database subsystem with respect to said plurality of call 
requests comprises not sending authorization requests with 
respect to said plurality of call requests. 5 

55. A method as claimed in claim 53, wherein reducing 
the number of database request messages that it sends to said 
database subsystem with respect to said plurality of call 
requests comprises not sending accounting requests with 
respect to said plurality of call requests. 

56. A method as claimed in claim 53, wherein reducing 
the number of database request messages that it sends to said 
database subsystem with respect to said plurality of call 
requests comprises not sending address translation requests 
with respect to said plurality of call requests. 

57. Amethod as claimed in claim 48, wherein said number 
of database request messages comprise a first type of data- 
base request message selected from the group consisting of 
an authorization request, an accounting request, and an 
address translation request. 

58. A method as claimed in claim 48, wherein reducing 
the number of database request messages that it sends to said 
database subsystem with respect to said plurality of call 
requests comprises causing said gateway subsystem to 
reduce said number of signaling request messages that said 
gateway subsystem sends to said gatekeeper subsystem. 

59. A method as claimed in claim 58, wherein causing said 
gateway subsystem to reduce said number of signaling 
request messages that said gateway subsystem sends to said 
gatekeeper subsystem comprises instructing said gateway 
subsystem to switch from gatekeeper-routed signaling to 
direct-routed signaling, 

60. A signaling server for use in a packet switched 
telephony system, 

said signaling server performing a plurality of signaling 35 
functions associated with calls, whereby perfonming 
said signaling functions defines a processing burden on 
said signaling server; 

said signaling server having a first mode in which said 
signaling server is adapted to perform a first set of 40 
signaling functions associated with calls, and a second 
mode in which said signaling server is adapted to 
perform a second set of signaling functions associated 
with calls, said second set omitting one or more fimc- 
tions contained in said first set; 45 

said signaling server learning of a state of congestion in 
said telephony system and responsively switching from 
said first mode to said second mode, 

whereby switching to said second mode reduces said 
processing burden and thereby enables said signaling 50 
server to expedite processing of signaling messages 
associated incoming calls to said telephony system. 

61. Amethod as claimed in claim 60, wherein learning of 
a state of congestion in said telephony system comprises 
said signaling server detecting said state of congestion. 55 

62. Amethod as claimed in claim 60, wherein learning of 
a state of congestion in said telephony system comprises 
said signaling server receiving a control signal indicative of 
said state of congestion. 

63. A method as claimed in claim 62, further comprising 60 
a management system detecting a state of congestion in said 
internet telephony system and responsively sending said 
control signal to said signaling server. 

64. A method as claimed in claim 60, wherein said one or 
more functions contained in said first set comprises authen- 65 
ticating calling parties with respect to a plurality of call 
requests. 
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whereby, in said second mode, said signaling server does 
not authenticate calling parties with respect to said 
plurality of call requests. 

65. A method as claimed in claim 64, wherein authenti- 
cating calling parties comprises querying an authentication 
database, 

66. Amethod as claimed in claim 62, wherein said one or 
more functions contained in said first set comprises estab- 
lishing call accounting with respect to a plurality of call 
requests, 

whereby, in said second mode, said signaling server does 
not establish call accounting with respect to said plu- 
rality of call requests. 

67. A method as claimed in claim 66, establishing call 
accounting comprises querying an accounting database. 

68. Amethod as claimed in claim 60, wherein said one or 
more functions contained in said first set comprises querying 
an address mapping database in order to translate telephone 
numbers to network addresses with respect to a plm^ality of 
call requests, 

whereby, in said second mode, said signaling server does 
not query said address mapping database in order to 
translate telephone numbers to network addresses with 
respect to said plurality of call requests. 

69. A method as claimed in claim 60, 

wherein said gateway/terminal receives call requests and 
responsively sends a number of signaling request mes- 
sages to said signahng server to facilitate placement of 
calls associated with said call requests; 

wherein said first set of signaling functions comprises 
processing said signaling request messages, and said 
one or more functions comprises processing a subset of 
said signaling request messages, 

whereby, in said second mode, said signahng server 
processes fewer than said number of signaling request 
messages. 

70. A signaling server in an internet telephony system, 
said signaling server having a first mode in which said 
signaling server routes call-connection messages being 
transmitted between an initiating gateway and a terminating 
gateway, and a second mode in which said signaling server 
does not participate in routing of call-connection messages 
between said initiating gateway and said terminating 
gateway, said signaling server learning of a state of conges- 
tion in said internet telephony system, and said signaling 
server comprising: 

a processor; 
data storage; and 

machine instructions stored in the data storage and 
executable by the processor, in response to the signal- 
ing server learning of the state of congestion, to switch 
from said first mode to said second mode. 

71. The signaling server of claim 70, wherein learning of 
a state of congestion in said telephony system comprises 
said signaling server detecting said state of congestion. 

72. The signaling server of claim 70, wherein learning of 
a state of congestion in said telephony system comprises 
said signal server receiving a control signal indicative of 
said state of congestion. 

73. The signaling server of claim 72, further comprising 
a management system detecting a state of congestion in said 
internet telephony system and responsively sending said 
control signal to said signal server. 
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74. The signaling server of claim 70, wherein, in response 
to learning of said state of congestion, said signaling server 
further instructs said initiating gateway to directly route 
call-connection messages to said terminating gateway. 

75. An internet telephony system comprising, in combi- 5 
nation: 

a plurality of telephone devices; 
a packet switched network; 

a signaling subsystem comprising a signaling server and 
a database system, said signaling server being coupled 
with said packet switched network and with said data- 
base system, said signaling server including a signaling 
processor for receiving signaling messages and respon- 
sively querying said database system, whereby query- 
ing said database system defines a load on said signal- 
ing subsystem; 

a gateway coupled with said packet switched network, 
said gateway including a telephone interface, a gateway 
processor and a network interface, said telephone inter- 20 
face receiving call requests from said telephone 
devices, said gateway processor generating a predeter- 
mined request message in response to each of at least 
a plurality of said call requests, and said network 
interface sending said predetermined request message 25 
to said signaling server via said packet switched net- 
work; 

said signaling server having a first mode in which said 
signaling processor queries said database system in 
response to said predetermined request message and, 30 
based on information provided by said database 
system, said signaling server returns a response mes- 
sage to said gateway; 



said signaling server having a second mode in which said 
signaling server returns a response message to said 
gateway without querying said database system; 

a management system for identifying a state of congestion 
in said intemet telephony system and responsively 
providing a special control signal to said signaling 
server; 

said signaling server receiving said special control signal 
and responsively switching from said first mode to said 
second mode, 

whereby, said signaling server reduces its queries to said 
database system by switching to said second mode and 
thereby reduces said load on said signaling server 
76. A method for reducing load on a signaling server in an 
internet telephony system, said internet telephony system 
comprising a plurality of telephone devices, a packet 
switched network, and a gateway coupled with said packet 
switched network, said gateway receiving call requests from 
said telephone devices and, in response to said call requests, 
sending predetermined request messages to said signaling 
server via said packet switched network, said signaling 
server having a first mode in which said signaling server 
conducts database queries in response to said predetermined 
request messages, said method comprising: 

identifying a state of congestion in said internet telephony 
system and responsively switching said signaling 
server to a second mode in which said signaling server 
does not conduct database queries in response to said 
predetermined request messages. 
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